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< Configuring Application Authentication

Using Application Authentication allows you to specify user privileges for each applica-
tion.

In the example below, User B with restricted privileges to use the copy function cannot use
all copy applications. User A without restricted privileges to use the copy function and al-
lowed to use only ID Card Copy among all copy applications as specified by Application
Authentication can only use ID Card Copy.

User A Available
ivil * ID Card Copy
No privilege
. S:gn Cog * Non available
i Py * Smart Copy
* Simple Copy

* Simple Copy

* Interrupt Copy * Interrupt Copy

User B Non available

. * Smart Copy

No privilege z + Simple Copy
* Copy function * Interrupt Copy
* * ID Card Copy

Available
No Copy applications

DZT002
When a user logs in to the machine, the icons of the applications the user is not privileged
to use are not displayed on the Home screen.

* To use Application Authentication, enable both of user authentication and machine
administrator authentication.

* The user administrator and the machine administrator can configure Application
Avuthentication.

* Enabling Application Authentication

1. Login as the machine administrator.

2. Press [User Tools] (E) on the Home screen.

3. Press[Screen Features].

4. Press[Screen Device Settings].

5. Press [Application Authentication Settings].

6. Press [General Settings for Application Authentication].

7. Select [Require Auth./All Users Have Privileges] or [Require Auth./No Users Have
Privileges] for each application, and then press [OK].

General Settings for Application Authentication ancel |
]
(@) Coper Auth Not Required |
N copy Allusers are graned pilegesvithout authentication
o Require Auth/All Users Have Privileges
) et By default all users have privileges.
2 15 Card Copy
" Require Auth/No Users Have Privileges }
= | Setprvleged users i Prlges 1o Us o Ech s,
Ot e AT DEFIE AUPICRS
)= Auth Not Reaurred

Require Auth./All Users Have Privileges
Requires application authentication. All users registered in the Address Book can
use the application by default.

Require Auth./No Users Have Privileges
Requires application authentication. All users registered in the Address Book can-
not use the application by default.

 Configuring privilege settings for each user to use applications

Log in as the user administrator.

Press [User Tools] (EJ) on the Home screen.

Press [Screen Features].

Press [Screen Device Settings].

Press [Application Authentication Settings].

Press [Privileges to Use for Each user].

Select or search for the user to specify privileges.

Select [Has Privileges] for the applications the user can use, and then press [OK].

Set the privleges for s user.

PN AN~

Privileges:User

4 Copier (Classic) ! Has Prvileges
@ E:u;' W Has Privileges
& b card copy W Has Privileges
@i Copy Has Privileges

9. To configure privilege settings for other users, repeat Steps 7 and 8.

* After enabling Application Authentication from [Screen Features], you can also
configure settings below by using Web Image Monitor:
* Using [Address Book], you can specify privileges for each user to use applications.
¢ In [Basic Authentication Settings] and [LDAP Authentication Settings] in [User
Authentication Management] in [Device Settings], you can specify default
privileges for all users to use applications.
[Auth. Not Required] is specified for Application Authentication for newly installed
applications. Configure the settings above when Application Authentication is enabled.
The previous settings of Application Authentication are inherited when applications are
updated.
Be sure to back up the Address Book in advance and restore it after an application is
installed when:
¢ The application needs to be uninstalled prior to the application update
* The configured settings of Application Authentication are also used for other
devices
Privileges cannot be configured for each Windows Authentication group. When Windows
Authentication is used, privileges configured for each user is applied. When privileges for
each user are not configured, the default privileges for each application are applied.
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